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Abstract 

​ Mobile devices have increasingly become more critical to our personal lives. In recent 

years, it has been claimed by the Supreme Court that they contain more private data than our 

personal homes. Smartphones are always collecting data and are now crucial to forensic 

investigations. They contain information such as GPS location, phone calls, messages, and all 

actions performed. The objectives of the project were to extract all data from an unrooted phone, 

but also recover any deleted files that were purposely removed. To analyze the LG Android 

smartphone, software Andriller, Photorec, and Scalpel were used. The program Andriller is used 

to extract all the data from the phone and display it as an HTML file. To recover deleted files 

programs Photrec and Scalpel were used. Although limited by the root status of the smartphone, 

deleted files were recovered and a complete analysis of the phone was made.  

Introduction to problem 

​ Extracting deleted files was one of the main objectives of this project. People can 

purposely delete incriminating information and we cannot recover them from inside the phone. 

In order to recover deleted files, a complete physical analysis of the phone needs to be done. 

However, there can still be some files recovered with a logical image. The original goal was 

completing a physical image, but this can only be done with a rooted phone or Superuser rights. 

A physical image of the phone would’ve contained messages, calls, location, accounts, all files, 

and app data. Logical images are limited to the data the phone believes it has. Deleted files are 

crucial to a mobile investigation because anything incriminating will be deleted or people can try 

to delete information through cloud functions. 



Solution 

​ To analyze and recover deleted data, certain tools and software can be used. In police 

investigations, they have access to tools such as Cellebrite UFED that can easily bypass screen 

locks and get root privileges. The primary step is to have access to the phone or have software 

that can enable debugging. Depending on the type of image desired, it is important to know the 

root status of a device. An unrooted phone can still be analyzed but it will not show the extended 

amount of data as a rooted phone. Physical and digital tools can be used to obtain the image of a 

phone and recover lost data. For the purpose of this investigation, Andriller was used to create a 

logical image of the phone. Digital software Photorec and Scalpel were the solution to 

recovering deleted files from the phone image.  

Implementation 

​ The most important step to recover deleted data is to extract all digital information from 

the phone by imaging it. Andriller is a dedicated software that can extract all data by simply 

connecting the device to the pc. For Andriller to function properly, Python3 needs to be installed 

and a stable connection needs to be established but root privileges are not necessary. From the 

device, debugging and developer options need to be enabled. Another requirement is that the 

user needs access to the device or uses other software to crack the password. Without access to 

the phone, a logical extraction cannot be made, but it can differ from a physical image. Using 

Andriller, the phone’s storage was extracted and it created a webpage report of all its 

findings(figure 1). For the image copy, it was also important Andriller is a Read-Only tool that 

wouldn’t affect the components or hash of the phone.  

To recover deleted files from the image, Photorec was first used.  Photorec is a data 

recovery software that ignores the file system and goes for underlying data. Being able to ignore 



the system made the extraction simpler. For most software, a system has to be determined and 

special options have to be selected. Photorec was able to recover 11 deleted files (Figure 2). 

However, most were .txt files which weren’t helpful to the investigation. Only one JPG file was 

recovered and it was able to function properly. To ensure the file wasn’t in the extracted files 

from Andriller, a comparison of images was made.  

To completely achieve the objective of recovering deleted files. Scalpel was used as a 

tool for file recovery. Different from Photorec, it uses the file system to recover each file. It has 

to recognize the file system or use raw device files. As a result, multiple files were recovered, but 

there were mostly corrupted (figure 3). It would appear that Photorec was able to recover 

working files but corrupted files from Scalpel would’ve still been helpful. 

Obstacles 

​ Challenges facing the Android root status and Andriller were the main issues. To securely 

investigate the mobile device, the goal was to use all tools on the virtual machine Kali Linux. 

Unfortunately executing files and downloading software such as Python3 and Andriller was a 

challenge in itself. After failing many times, there was a way to install the needed components on 

a normal Windows OS. After successfully getting Andriller to function, the Android smartphone 

needed to be rooted. Further investigation revealed that the device could not be rooted because 

its Bootloader needed to be unlocked by the manufacturer LG. Unfortunately, LG, terminated 

their mobile services to unlock phones in 2021, making the phone unrootable. Without root 

status, viewing deleted information and important data such as calls and messages wasn’t 

possible. Therefore, other software had to be used instead of doing a simple analysis on a rooted 

phone.  

 



 

Conclusion 

Mobile devices, particularly smartphones, have become an integral part of our lives and 

contain a vast amount of private data. This data is not only valuable for personal use but also 

crucial for forensic investigations. The project aimed to extract all data from an unrooted LG 

Android smartphone and recover any deleted files that were intentionally removed. In the 

process, I learned to use software for the analysis including Andriller, Photorec, and Scalpel. 

Although the smartphone was limited by its root status, the analysis successfully extracted all 

data and recovered the deleted files. This project highlights the importance of mobile device data 

in forensic investigations and the significance of utilizing appropriate software tools to extract 

and analyze it. 

 

 

 

 

 



 
Figure 1: Andriler extractions 

 

Figure 2: Photorec extractions 



 
Figure 3: Scalpel Extraction 
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